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Abstract:

It is possible to automatically identify or verify a person from a digital picture or a video frame using a face
recognition system, which is a computer program. The proposed study demonstrates how to verify users in an ATM
system using a facial recognition approach. There are two distinct kinds of comparisons used in facial recognition.
Here, the system checks the user's claimed identity against their actual one and returns a yes/no answer; this is known
as verification. Following this is identification, which entails the system comparing the supplied person to every other
person in the database and providing a prioritized list of potential matches. The specific arrangement, shape, and
pattern of a face's characteristics are studied by face recognition technologies. The majority of face recognition
software uses Convolutional Neural Networks (CNNs), which is a pretty sophisticated piece of technology. One such
software program is Face Recognition. From data collected by a digital camera, it can recognize, verify, and follow
the movement of human faces. Through the use of facial recognition technology, the system is able to individually
identify and recognize each person. Fraud resulting from stolen or duplicate ATM cards is therefore eradicated. In
order to access the account, the user's recorded face has to correspond with their registered face. Differentiating user
photos is based on iris uniqueness and other requirements. Ensuring the safety of ATM transactions is the primary
objective of this initiative.

. Introduction
Today, security become a requirement, as is well known. Confidentiality is a hot topic these days. The only security
measure we use is a PIN number. By improving the security characteristics gained by a face detection system for ATMs,
confidentiality for ATM information is realized. One way to make ATMs safer is to take a picture of the user's face and
compare it to their registered photo. So, the user's account access is provided subject to the aforementioned condition being
true; otherwise, account access is refused.A customer's account has traditionally been secured by requesting a combination
of a physical access card and a PIN or other password. This strategy is vulnerable to fraud efforts due to a number of
factors, including stolen cards, poorly selected or randomly allocated PINs, cards without encryption techniques, staff who
have access to client account information that is not encrypted, and other points of failure. In this study, we provide a
methodology for ATM security that integrates biometric authentication, PIN entry, and electronic face recognition. By
implementing a system that requires the ATM to compare a customer's real-time facial picture with an image linked to their
account number in a bank database, the potential harm caused by stolen PINs and cards is successfully mitigated. Full
verification of a user is achieved when the PIN matches the account and the saved and live images match. Some systems

can just look at the eyes, while others can scan the whole face (including the nose, ears, lips, and eyebrows). Additionally,
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this paper will examine a security model for automated teller machines that allows users to withdraw funds without entering

a password or card.

1. LITERATURE SURVEY

This chapter describes the research literature relevant to the primary aspects of this thesis. The core aspects of this
thesis are deep learning applications to identify faces and classification techniques. Both these fields have received a
lot of attention in the past years and there are a number of popular texts with relevant background material. As there
is an enormous amount of literature available on both these aspects, these works can be described along several
dimensions.

ATM SYSTEMS

Because our ATM system would only try to match two (and subsequently a handful of) separate photos, it would be
pointless to search through a huge database of potential matching candidates. Pattern matching would essentially
replace the procedure, and it wouldn't take long at all. Most examples might have minor differences explained with
good illumination and powerful learning software. Also, if the live picture is a good match, it will be saved in the
database. This way, if the original account image doesn't match, subsequent transactions may utilize a larger base to
compare against, which will reduce the number of false negatives. If the PIN and picture don't match, the bank may
still restrict transactions according to the terms agreed upon when the account was created, and they can save the
picture for future reference. In addition to reducing the risk of bank workers obtaining client PINs for illegal
purposes, this method would also make it harder for customers to consent to the low limit the bank has set for
visually unverifiable transactions. Currently, the entire credit card issuing industry would need to be restructured in
order to implement such a verification system for ATM credit card transactions. However, if this system were to
produce positive results, such as a substantial decrease in fraud, it could inspire the industry to undergo this
transformation. Finally, clients could be hesitant to have their pictures stored in a bank database, encrypted or not,
because of privacy issues caused by potential hacking efforts or staff abuse. Having the picture stolen by an outsider
would, perhaps, have much fewer serious repercussions than the account details itself. Also, it's not a huge stretch to
assume that banks already have a database of client photos, even if they aren't labeled with account details, given that
almost all ATMs record people doing transactions. 4.1 Background The first automated teller machines (ATMSs) were
offline, meaning that customers may manually withdraw funds from their accounts. Back then, there wasn't a network
connecting the bank accounts to the ATM. As a result, banks initially very picky about who they allowed access to
their ATMs. Only those with excellent credit histories who utilize credit cards (which were used before ATM cards)
will be given them. Modern automated teller machines (ATMS) require users to input a numeric password known as a
PIN (personal identification number), which may be altered in certain instances, and a plastic card with a magnetic
stripe, which encodes the user's account number. As a security measure, most ATMs will keep the card if the PIN is
input incorrectly many times in a row. This prevents unauthorized users from guessing the PIN.

II.SYSTEM ANALYSIS
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3.1. EXISTING SYSTEM

An automated teller machine (ATM) is a specialized computer that allows you to complete bank transactions without
the need to see a bank representative.

To complete a bank transaction, we require a registered user, ATM card, PIN number, ATM. Here PIN
number is the security feature of ATM. It must be known only to the registered user.
PIN stands for personal Identification Number. If in case, this PIN got leaked to a stranger then there is high
probability of losing the amount in our account.

DISADVANTAGES OF EXISTING SYSTEM

Since PIN number is only the security feature implemented for any ATM machine.so, any person can withdraw the
amount from ATM once he knows the PIN number. This is the existing system. The main disadvantage of existing
system is LESSER SECURITY.

3.2. PROPOSED SYSTEM

To overcome the disadvantage of existing system the proposed system came into the picture. The proposed
system includes FACIAL IMAGE OF REGISTERED USER along with registered user, ATM card, PIN number,
ATM.

Here the facial image of the user is stored in the database at the time of registration. So, if any user want to withdraw
amount from their account then that user must scan their face at the camera present at the ATM.

Here OpenCV module is used to capture the image of the user and compare it with the registered image of the user. If
both images are matched then the access will be granted else the access will be denied.

As we know that each and every person has unique iris, based on irises and other facial features the correct user gets
identified. This in turn enhances the confidentiality of ATM.

IV.SYSTEM DESIGN

4.1 SYSTEM ARCHITECTURE
Below diagram depicts the whole system architecture of Comparative Evaluation for Traditional Machine Learning
and Deep Learning Classification Techniques for Sentiment Analysis.
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4.1. System Architecture

V.SYSTEM IMPLEMENTATION

5.1. MODULES

e DATA COLLECTION

e PREPROCESSING

e FACE DETECTION

e FACE ALIGNMENT

e FEATURE EXTRACTION

e FACE RECOGNITION

e POST PROCESSING

The face recognition process using OpenCV can be broken down into the following steps:

5.1.1 Data collection:

Collect a dataset of faces to be recognized, along with their corresponding labels. This dataset is used to train the face
recognition model.

5.1.2 Preprocessing:

Preprocess the face images to standardize their size, orientation, and lighting conditions, as well as remove any noise
or artifacts.

5.1.3 Face detection:

Detect the faces in the input image using a face detection algorithm, such asHar Cascades or HOG+SVM.

5.1.4 Face alignment:

Align the detected faces using landmarks or feature points, such as eyes, nose, and mouth, to ensure that they are in a
consistent position and orientation.

5.1.5 Feature extraction:
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Extract a set of discriminative features from the aligned face images, such as Local Binary Patterns (LBP), Histogram
of Oriented Gradients (HOG), or Deep Convolutional Neural Networks (CNNSs).

5.1.6 Face recognition:

Compare the extracted features of the input face with the features of the faces in the training dataset using a distance
metric, such as Euclidean distance or Cosine similarity, to find the closest match.

5.1.7 post-processing:
Apply post-processing techniques, such as thresholding or decision making based on majority voting, to refine the

face recognition results.

VI. RESULTS
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Because of this, we create a kind of ATM that uses face recognition software to provide security more reliably. To
further preserve the effectiveness of our ATM system, we also strive to limit the time spent for verification to a
minuscule amount. Having one's picture stolen by an outsider wouldn't be nearly as bad as having one's account
details hacked, one may say. Also, it's not a huge stretch to assume that banks already have a database of client
photos, even if they aren't labeled with account details, given that almost all ATMs record people doing transactions.
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Fig 6.1 This fig shows the successful face registration
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VII.CONCLUSION AND FUTURE WORK
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